Quantum key distribution (QKD) promises informationtheoretically secure communication, and is already on the verge of commercialization. Thus far, different QKD protocols have been proposed theoretically and implemented experimentally [1, 2]. The next step will be to implement high-dimensional protocols in order to improve noise resistance and increase the data rate [3][4][5] [6] [7] . Hitherto, no experimental verification of high-dimensional QKD in the single-photon regime has been conducted outside of the laboratory. Here, we report the realization of such a single-photon QKD system in a turbulent free-space link of 0.3 km over the city of Ottawa, taking advantage of both the spin and orbital angular momentum photonic degrees of freedom. This combination of optical angular momenta allows us to create a 4-dimensional state [8] ; wherein, using a high-dimensional BB84 protocol [3, 4], a quantum bit error rate of 11% was attained with a corresponding secret key rate of 0.65 bits per sifted photon. While an error rate of 5% with a secret key rate of 0.43 bits per sifted photon is achieved for the case of 2-dimensional structured photons. Even through moderate turbulence without active wavefront correction, it is possible to securely transmit information carried by structured photons, opening the way for intra-city high-dimensional quantum communications under realistic conditions.
Quantum key distribution (QKD) promises informationtheoretically secure communication, and is already on the verge of commercialization. Thus far, different QKD protocols have been proposed theoretically and implemented experimentally [1, 2] . The next step will be to implement high-dimensional protocols in order to improve noise resistance and increase the data rate [3] [4] [5] [6] [7] . Hitherto, no experimental verification of high-dimensional QKD in the single-photon regime has been conducted outside of the laboratory. Here, we report the realization of such a single-photon QKD system in a turbulent free-space link of 0.3 km over the city of Ottawa, taking advantage of both the spin and orbital angular momentum photonic degrees of freedom. This combination of optical angular momenta allows us to create a 4-dimensional state [8] ; wherein, using a high-dimensional BB84 protocol [3, 4] , a quantum bit error rate of 11% was attained with a corresponding secret key rate of 0.65 bits per sifted photon. While an error rate of 5% with a secret key rate of 0.43 bits per sifted photon is achieved for the case of 2-dimensional structured photons. Even through moderate turbulence without active wavefront correction, it is possible to securely transmit information carried by structured photons, opening the way for intra-city high-dimensional quantum communications under realistic conditions.
In addition to wavelength and polarization, a light wave is characterized by its orbital angular momentum (OAM) [9] , which corresponds to its helical wavefronts. Polarization is naturally bi-dimensional, i.e. {|L , |R }, and the associated angular momentum can take the values of ± per photon, where is the reduced Planck constant, and |L and |R are left-and right-handed circular polarizations, respectively. In contrast, OAM is inherently unbounded, such that a photon with intertwined helical wavefronts, | , carries units of OAM, where is an integer [10] . Quantum states of light resulting from an arbitrary coherent superposition of different polarizations and spatial modes, e.g. OAM, are referred to as structured photons; these photons can be used to realize higher-dimensional states of light [8] . Aside from their fundamental significance in quantum physics [11, 12] , single photons encoded in higher dimensions provide an advantage in terms of security tolerance and encrypting alphabets for quantum cryptography [3, 4, 7] and classical communications [13] . The behaviour of light carrying OAM through turbulent conditions has been studied theoretically and simulated in the laboratory scale [14] [15] [16] [17] . Experimentally, OAM states have been tested in classical communications across intra-city links in Los Angeles (120 m) [18] , Venice (420 m) [19] , Erlangen (1.6 km) [20] , Vienna (3 km) [21] , and between two Canary Islands (143 km) [22] which is the longest link thus far. With attenuated lasers, OAM states and vector vortex beams have been respectively implemented in high-dimensional and 2-dimensional BB84 protocols, where the former was performed in a laboratory [7] , and the latter in a hall in Padua (210 m) [23] . Though not QKD, entanglement distribution of bi-dimensional twisted photons has been recently studied across the Vienna link [24] .
FIG. 1. Mode structure of mutually unbiased bases for = 2. a, {|ψ i } and b, {|ϕ j } are examples of two bases of structured states of light, encoding in both polarization and OAM of = 2. Each basis is orthonormal, and the two bases are mutually unbiased with respect to each other such that | i ψ| ϕ j | 2 = 1/4. These MUBs have the advantage of possessing identical intensity profiles -"doughnut" shaped -and are shape-invariant upon free-space propagation. The information, therefore, is encoded in the transverse polarization and phase distributions, denoted by the white lines and hue colour, respectively.
In this Letter, we combine polarization {|H , |V } and an OAM subspace of {| , |− } to form 4-dimensional quantum states |k , for k=1,2,3,4, belonging to the set {|H, , |V, , |H, − , |V, − }, where |H = (|L +|R )/ √ 2 and |V = −i(|L − |R )/ √ 2 are horizontal and vertical polarization states, respectively. We can create two sets of mutually FIG . 2. Ottawa intra-city quantum communication link. Schematic of sender (left) with heralded single-photon source (signal, s, and idler, i) and Alice's state preparation setup. Alice prepares a state from {|ψ i } or {|ϕ j } using a polarizing beam-splitter (PBS), waveplates (WP), and q-plate (QP). The signal and idler photons are recombined on a dichroic mirror (DM) before being sent to Bob. Two telescopes comprised of lenses with focal lengths of f 1 = 75 mm, f 2 = f 3 = 400 mm (diameter of 75 mm), and f 4 = 50 mm are used to enlarge and collect the beam, minimizing its divergence through the 0.3 km link. Bob, receiver (right), can then perform measurements on the sent states and record the coincidences between the signal and idler photons with detectors D 1 and D 2 at a coincidence logic box. Enclosures are built around the sender and receiver to shelter them from the wind and weather, as well as to shield them from background light. Examples of experimentally reconstructed polarization distributions for a structured mode from {|ϕ j } using a CW laser that Alice prepared (top left) and Bob measured (bottom right) are shown in the insets. Figure 1 illustrates the spatial structure of these MUBs for the case of = 2. The information encoded within these modes lies in the transverse polarization and phase distributions; however, all of these modes possess a "doughnut" shaped intensity distribution. The polarization distributions contain only linearly polarized states, and such beams are commonly called vector vortex beams [25] ; in the case of {|ϕ j }, the linear polarizations vary across the transverse plane. {|ψ i } and {|ϕ j } are conjugate quantities, and based on quantum complementarity they cannot be measured simultaneously; this forms the backbone of security in quantum cryptography. Specifically, in the BB84 protocol [26] , the bases of preparation and measurement are randomly chosen between two MUBs by a sender and receiver, traditionally called Alice and Bob, respectively. We used the two MUBs of structured modes, {|ψ i } and {|ϕ j }, to perform a high-dimensional BB84 protocol [3, 4] . There are different approaches used to generate and sort these structured modes of light. We utilize liquid crystal devices known as q-plates [27] , which coherently couple optical spin angular momentum to OAM. Q-plates are advantageous as they are placed in-line, are efficient in comparison to diffractive elements, and can be used to create arbitrary complex modal structures [28] . These q-plates used in conjunction with a carefully chosen sequence of waveplates can generate {|ψ i } and {|ϕ j } (see Supplementary information for details). Furthermore, it is possible to rapidly switch between the states in {|ψ i } and {|ϕ j }, on the order of 1 MHz, by replacing the waveplates with Pockels cells. Since q-plates are coherent and linear devices, they also work in the single photon regime [29] .
We built a free-space link between the rooftops of two buildings, 0.3 km apart and 40 m above the ground, on the University of Ottawa campus; see Fig. 2 . Two enclosures were constructed to contain and protect all of the optics and equipment at the sender and receiver. The sender unit is comprised of both the heralded single-photon source and the setup where Alice can prepare states. The receiver unit contains Bob's state measurement setup and the single photon detection system (see Methods for experimental details). In the heralded single-photon source, the signal (λ s = 850 nm) and idler (λ i = 775 nm) photons are each coupled into separate single mode fibres (SMFs) to spatially filter them into their fundamental spatial mode. Alice takes the signal photon and prepares it in one of the states of the different MUBs through the use of an appropriate sequence of waveplates and q-plate. She then recombines the signal and idler photons on a dichroic mirror such that they are sent in the same beam across the link to Bob. It should be noted that despite sending two photons across the link simultaneously, our scheme is immune to photonnumber-splitting attacks because the heralding photon does not contain any of the polarization or OAM information of the signal photon. At the other end of the link, Bob receives the photon pairs and splits them at another dichroic mirror such FIG. 3 . Experimental encryption of an image with structured photons. a, Probability-of-detection matrices, P i, j = | i α| β j | 2 where α, β = {ψ, ϕ}, for 2D (top row), and 4D structured photons under different turbulence conditions (middle row: medium turbulence; bottom row: stronger turbulence). These matrices have the corresponding bit error rates of Q 2D = 5%, Q 4D = 11%, and Q 4D noisy = 27%, respectively. b, Image of the Parliament of Canada that Alice encrypts and sends to Bob through a classical channel using their shared secret key. c, Using the experimentally measured probability of detection matrices (a), Alice discretizes her intended image (left column) with d levels, where d is the encryption dimension, such that each pixel corresponds to three single photons (RGB values, leading to d 3 colours per pixel) that she sends to Bob. Alice then adds the shared secret key, generated from a BB84 protocol, on top of her discretized image to encrypt it (middle column). Bob decrypts Alice's sent image with his shared key to recover the image (left column). Implementing a 4-dimensional state clearly allows the ability to send more information per photon. The bit error rate is higher than the threshold of Q 4D 0 = 18.9% in the bottom row. Therefore, Bob cannot perform both privacy amplification and error correction when he decrypts the image. However, it is still low enough for him to perform privacy amplification, but the decrypted image is noisy as compared to the recovered image in the middle row where the error bit rate is below the threshold.
that the idler photon is directly coupled into a SMF to act as a herald for the signal photon. With a sequence of waveplates, q-plate, PBS and SMF, mirror to that of Alice's, Bob can make a measurement on the signal photon by projecting it onto one of the states from one of the MUBs. In such a way, Bob has a spatial mode filter such that if he projects onto the same state that Alice sent, the signal photon will be phase-flattened and optimally detected. With avalanche photodiodes (APDs) connected to a coincidence logic box, the idler photon acts as a trigger for the arrival of the signal photon within a coincidence window of 5 ns, and the coincidence rates are recorded. The best performance of our free-space link after coupling to the SMFs on Bob's side gave count rates for the signal and idler photons of 0.75 MHz and 2.5 MHz, respectively, with an optimal coincidence rate of almost 50 kHz. However, due to large temperature and turbulence differences from night to night, the numbers varied throughout the various experimental runs. Overall, from sender to receiver, there are approximately 20% and 25% coupling efficiencies (equivalently 7 dB and 6 dB of losses) for the signal and idler photons, respectively, which gives an approximately 5% success rate for recording coincidences. Since no adaptive optics was utilized, many of the raw data points sampled are badly perturbed by the turbulence.
The most dominant effect of the atmospheric turbulence given the range of our atmospheric structure constant, C 2 n , between 2.5 × 10 −15 m −2/3 and 6.4 × 10 −16 m −2/3 (see Methods for details) is beam wandering [30] . The idler photon is still in the fundamental mode and would always couple to the SMF under stable conditions, but does not optimally couple due to the turbulence. We thus use the idler photon as not only a herald for the signal photon but also as a "target" to gauge the beam wandering in Bob's setup which helps to correct our measurements for turbulence. The signal photon is co-axially propagating with the idler photon, and thus experiences the same atmospheric turbulence. Though not crucial, this method is effective and aids in decreasing the bit error rate.
In QKD, a secret key may be established between Alice and Bob with a secret key rate, defined as the number of bits of secret key established divided by the number of sifted photons, given by R(Q) = log 2 (d) − 2h(Q), where Q is the quantum bit error rate and h(·) is the Shannon entropy in dimension d. Hence, there is a threshold value of Q 0 above which a non-zero shared secure key cannot be generated. In dimension 2, this threshold value is the well-known Q . This clearly exhibits the robustness of high-dimensional quan-tum cryptography. We perform a 4-dimensional BB84 protocol under different atmospheric conditions. Probability-ofdetection matrices for the 4-dimensional structured photonic states, {|ψ i } and {|ϕ j } with = 2, of the BB84 protocol are shown in Fig. 3a (middle row) . In dimension 4, from the raw probability-of-detection matrix, the quantum bit error rate is Q = 14%, and is below the threshold value of Q 4D 0 , resulting in a positive corresponding secret key rate of R = 0.39 bits per sifted photon. By considering the idler as a target beam, which accounts for turbulence, the quantum bit error rate is reduced to Q 4D = 11% with a secret key rate of R 4D = 0.65 bits per sifted photon. The secret key rate is lower than the maximum theoretical value of 2 bits per sifted photon, which is due to imperfections in transmission. For a comparison, we perform a BB84 with two-dimensional structured photons in the MUBs of |ζ = {(|L, −1 ± |R, 1 ) / √ 2} and |ξ = {(|L, −1 ± i |R, 1 ) / √ 2}, see Fig. 3a (top row) . A quantum bit error rate and secret key rate of Q 2D = 5% and R 2D = 0.43 bits per sifted photon were obtained, respectively, using the target as compensation. Indeed, R 4D is larger than R 2D showing the potential for transmitting more secure information per sifted photon in higher dimensions. This is visually shown in Fig. 3c (top and middle row): the image that Alice sends Bob (Fig. 3b ) can be discretized with more steps in dimension 4 (middle row) as compared to dimension 2 (top row). Due to turbulence, the quantum bit error rate for dimension 4 on many nights was above Q
4D
0 . An example of one of these nights is shown in Fig. 3a (bottom row) with a calculated quantum bit error rate of Q 4D noisy = 27% calculated from the probability-of-detection matrix. Although secure, any image sent to Bob would appear noisy after decryption, shown in Fig. 3c (bottom row) . However, allowing for two-way classical communications, the tolerable error bit rate increases to 31.5% > Q We have shown the feasibility of increasing the secure data transmission rate using high-dimensional quantum states compared to bi-dimensional states despite a noisy channel. This paves the road towards high-dimensional intra-city quantum cryptography via quantum key distribution. In addition, our results lay the groundwork for intra-city quantum teleportation with structured photons, which is an essential component of a free-space quantum network. These demonstrations can be extended over longer distances provided there is adequate turbulence monitoring and compensation.
Methods
Experimental Setup: Single photon pairs are generated via the spontaneous parametric down-conversion (SPDC) process in a 5-mm-long ppKTP crystal pumped by a 405 nm laser diode (200 mW). Nondegenerate wavelengths for the signal (λ s = 850 nm) and idler (λ i =775 nm) photons are chosen in order to efficiently separate the two; only the signal photon is encoded with information. The signal and idler are each coupled into a separate single mode fibre (SMF) to spatially filter the photons into the fundamental mode. Bandpass filters, 850±5 nm and 775±20 nm, are placed in front of the fibre couplers to select the correct photon pairs. The singles count rates after the SMFs, detected with avalanche photodiodes (APDs), are 4 MHz and 10 MHz for the signal and idler, respectively. The idler photon heralds the presence of the signal photon, as determined by a coincidence logic box. This procedure gives a coincidence rate of around 1 MHz for a coincidence window of 5 ns with 0.2 MHz of accidental coincidence detections. After the encoding of the quantum information by wave plates and a q-plate on the signal photon, we recombine it with its partner photon by means of a dichroic mirror, and enlarge both spatial structures to minimize divergence upon propagation. At the last lens ( f 2 ) of the sending unit the beam waist is approximately 12 mm. After propagation over the 0.3 km distance, we find the beam waist to be enlarged to approximately 20 mm as a consequence of atmospheric influences and imperfect optics. In order to measure the received quantum states, we demagnify the photon's structure with another set of lenses, separate the information-carrying signal photon from the heralding trigger photon with another dichroic mirror and measure its state, again with the help of waveplates and a qplate. For more details about focal lengths, see main text and figure caption 2.
Turbulence Characterization: To characterize the Ottawa intra-city free space link, we investigate the turbulence by evaluating its characteristic properties such as the atmospheric structure constant C 2 n and the Fried parameter r 0 [30, 32, 33] . We do so by sending a Gaussian-shaped laser beam (850 nm) over the 0.3 km-long link and record its arrival position with a CCD camera. Because atmospheric turbulence changes on a millisecond time scale, short-term exposure images can reveal beam wandering, which is caused by fast-moving air cells, each having slightly different pressures, and thus small differences in refractive indices. The stronger the turbulence and the larger the distance of the link, the larger are the deflections from the optical axis. The latter can be deduced by taking an average over many short term exposure images, which effectively leads to an atmospherically broadened Gaussian beam profile. During different measurement nights, we record 500 short exposure images (0.07 ms each), from which we calculate a Fried parameter between 18 cm and 41 cm, which corresponds to an atmospheric structure constant C 2 n ranging from around 2.5 × 10 −15 m −2/3 to 6.4 × 10 −16 m −2/3 , assuming Kolmogorov theory for atmospheric turbulence. Hence, the link shows moderate turbulence effects on the transmitted light fields. Given a set of bases α 0 , . . . , α n of dimension d, they are said to be mutually unbiased with respect to one another if they satisfy the following condition,
For dimensions where d is a power of a prime, d + 1 mutually unbiased bases (MUBs) can be found. For 2-dimensional quantum key distribution (QKD) protocols, photons can be encoded using polarization and orbital angular momentum (OAM). We represent states of light that have a particular polarization and OAM value using a compound ket notation. In this way, if a photon has a certain polarization Π and carries units of OAM, it is written as |Π, .
FIG. SI 1. Visualization of MUBs in d=2 and d=4 Theoretical probability-of-detection matrices (left column) for dimensions 2 and 4 using Eq. (SI2) and Eqs. (SI4-SI5) by applying Eq. (SI1). The probability-of-detection matrices as measured in the laboratory (right column) give bit error rates of 0.83% and 1.83% in dimensions 2 ( = 2) and 4 ( = 2), respectively.
The two MUBs of dimension 2 are given by,
In dimension 4, the natural basis is |k ∈ {|H, , |H, − , |V, , |V, − }, and the two sets of MUBs {|ψ i } and {|ϕ j } were generated by the following matrices,
such that |ψ i = M ik 0 |k and |ϕ j = M jk 1 |k . This results in the following states:
(SI5) Figure SI1 shows a visual representation of the 2D (top row) and 4D (bottom row) MUBs using Eq. (SI1), comparing the theoretical probability-of-detection matrix to the experimental one as measured in the laboratory, i.e. without the intra-city link. The quantum bit error rate is calculated as one minus the average of the on-diagonal elements. The calculated quantum bit error rates from the experimentally measured matrices are 0.83% and 1.83% in dimensions 2 ( = 2) and 4 ( = 2), respectively.
Part 2: GENERATION OF IMPLEMENTED MUBS IN DIMENSIONS 2 AND 4
The MUBs in dimension 2, {|ζ i } and {|ξ j } are generated using the sequence of a half-wave plate (HWP) followed by a q-plate, such that = 2q, where q is the topological charge of the liquid crystal distribution. The waveplate angles are given in (SI6).
state HWP |ζ
The MUBs in dimension 4, {|ψ i } and {|ϕ j } are generated by sandwiching a q-plate between either HWPs or QWPs. If photons pass left to right through the following optical elements, the waveplate angles that Alice uses to generate {|ψ i } are given in the (SI7), and {|ϕ j } in (SI8).
state QWP before QP QWP after QP |ψ Coincidence counts are accumulated per 200 ms. For each of Bob's measurements, he records fifty data points. Bob obtains a probability-of-detection matrix by averaging the data points for each measurement and then normalizing over each state that Alice sends. The states that Alice sends are labelled and the states that Bob projects onto are labelled on the left and top, respectively, of each matrix below.
Normalized raw data for probability of detection matrix in dimension 2 as measured across the intra-city link using a q=1/2 plate, as shown in Fig. 3a (top row): 
Target corrected data from (SI9): 
Normalized raw data for probability of detection matrix in dimension 4 as measured across the intra-city link: 
Target corrected data from (SI11), as shown in Fig. 3a (middle row): 
Normalized raw data for probability of detection matrix in dimension 4 on a turbulent night as shown in Fig. 3a (bottom row): 
Part 4: NUMERICAL APPROACH FOR THE SECRET KEY RATE CALCULATION
Here we use a numerical approach to calculate the secret key rate for the MUBs in the current experiment that are shown in Eqs. (SI3-SI5). The secret key rate calculation below relies on the dual optimization problem that has recently been introduced as an efficient numerical approach for unstructured quantum key distribution [SI1] . The main result in [SI1] indicates that the achievable secure key rate is lower bounded by the following maximization problem, 
